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Abstract: Global threats such as climate change, increasing urbanisation, and rapid population growth
will continue to pose major challenges for the water sector over the coming decades. Questions
over supply, delivery and demand, all form a central part of this argument with the themes of
sustainability and resilience often included in the response. Recent events, along with reactive
changes to national legislation and policy, have resulted in a need for the notion of resilience to
develop from a theoretical concept to a tangible operational method. This commentary discusses
barriers to the operationalisation of resilience in the water sector of England and Wales. The current
privatised governance structure of the water sector is first discussed before the three main barriers
to operationalisation—lack of agreed definition, metrics and the measuring of resilience—and the
need to further acknowledge the ‘socio’ in socio-technical systems, are further explored. A deeper
understanding of the notion of resilience in the context of the water sector, and how it can be
successfully and effectively applied and implemented at an operational level, are crucial if the sector
is to manage and respond to the aforementioned global challenges.
Keywords: resilience; sustainability; operationalisation; socio-technical systems; water
1. Introduction
The privatisation of the ten Regional Water Authorities (RWAs) of England and Wales in 1989
brought with it a new regulatory regime that was centred on promoting economic efficiency, whilst
simultaneously improving drinking water and environmental quality [1]. Following privatisation,
despite multiple changes in regulatory and operating environment, and recent renewed calls for
nationalisation, the core focus of the water industry remains the same—cost efficiency, water and
effluent quality and environmental protection. However, the conditions in which the sector must
operate are now more challenging than ever.
Global water systems continue to face increasing threats and challenges in relation to future
uncertainties and pressures regarding operating conditions and environments [2]. As stated by
Makropoulos et al. [3], such threats can be found at:
(a) The supply side (quality and quantity), due to hydro-climatic variability;
(b) At the delivery side, as current infrastructure and treatment methods continue to age and become
less reliable in an ever-evolving context of limited investment and increased regulation;
(c) At the demand side, as demographics and socio-economic trends alter demand levels whilst
customer expectations for quality of service and value for money increase.
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Independent of such internal and external pressures and threats, water companies and service
providers must continue to find ways to not only operate but maintain performance and provision of
services in such variable and extreme conditions. It is therefore now agreed that significant systemic
changes and a substantial shift in paradigm is required [3–6] if organisations and the water sector as a
whole are to achieve the reliable, sustainable, and resilient service necessary for to meet and exceed
required performance.
The concept of resilience and the broader framework of sustainability have undoubtedly seen
their share of inclusion in policy rhetoric during recent times. Both resilience and sustainability are,
and will be, heavily involved in the future direction and operation of water sectors, both globally [7]
and more locally focussed to England and Wales [8]. The notion of resilience can be perhaps seen as
the ‘new kid on the block’ as its popularity across academia, industry and wider society has increased
exponentially of late [9,10]. However, before discussing resilience, its increase in popularity, and its
relevance to the water sector in England and Wales, it is important to first consider it within the broader
framework of sustainability.
As stated by Leigh and Lee [11], sustainability is a normative concept that refers to physical
and institutional practices that meets the needs of the present without compromising the ability of
future generations to meet their own needs [12]. For a system to be considered ‘sustainable’, a delicate
balance and interplay between the requirements of the social, environmental and economic must be
achieved. Similar to the notion of resilience, discussion and debate around sustainability criteria and
the definition continue, with a precise definition remaining elusive [13,14]. Sustainable development
and the creation of sustainable systems is fundamentally based on the achievement of a balance
between environmental, economic and social objectives over dynamic time and spatial horizons [13].
The sustainability paradigm therefore requires multidisciplinary action and the involvement of multiple
stakeholders from all levels and areas of the system. Sustainability is now recognised as the most
widely used framework in natural resource management and is often depicted as a triangular model
that balances the three competing interests of society, economics and the environment, as shown in
Figure 1 [11]. Leigh and Lee’s [11] work highlights this interplay and how the concept can be, and is
applied to urban water systems.Sustainability 2020, 12, 1797  3  of  21 
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environmental priorities (long-term viability and regeneration of supply and flow). Managing the
triangle of ‘people, profit, planet’ [4] and the complex interplay and interactions between the three can
perhaps be viewed as the central task of the water industry. However, as previously stated, the-ever
increasing, unknown threats that the sector is now facing is making the management of an already
complex nexus, ever more challenging.
Criticism of the sustainability model is often based around the idea that it suggests a static
balanced system rather than one that embodies the continuously altering and reshaping tensions and
priorities that result from both internal and external pressures [11]. It is therefore suggested that
sustainability is better seen as a journey or trajectory rather than a fixed state [4,15]. As highlighted by
Butler et al. [4], the goal of a sustainable system is “therefore to continue functioning over the long
term, balancing agreed societal goals”.
Along with maintaining basic functioning, water systems are also required to adapt to changing
operating conditions and environments, deal with internal and external disturbances whilst maintaining
a required level of performance.
Not only are systems in general, and in this instance water systems, required to be able to maintain
function over the long term, they are also required to adapt to changing operating conditions and
environments, and deal with internal and external disturbances whilst maintaining the required level
of performance. In other words, systems must be both sustainable and resilient, with resilience first
being required before sustainability can be considered [4].
In recent years, the term ‘resilience’ has seen a sudden and marked increase in use and application,
in both academia, and policy discourse, with the term now in common parlance across many facets of
society. In general terms, resilience is understood to be the ability to withstand shocks and stresses,
whilst continuing to maintain key functions and or structures [16]. Many researchers agree that
the etymological roots of the term stem from the ability of a system to ‘bounce back’ [17–19]. Such
an explosion in prevalence of the word ‘resilience’ [19] has resulted in resilience evolving into a
multidisciplinary and multifaceted term [20,21], one which has been adopted by and used in a range of
academic fields. Use of the term ranges from a metaphor linked to sustainability and the governance
of risk, to a property of a dynamic model, to a measurable quantity that can be assessed and applied
in the field [22,23]. Application of the word resilience can be seen in the form of a noun, verb, and
adjective, with the multitude of interpretations highlighting the richness of the concept, as well as
presenting challenges with its application in systems at an operational level [24].
Like many sectors and fields, resilience and its associated properties have seen a marked increase
in popularity across fields of global environmental research as a whole [25] as well as more specifically
in water management and governance [6,26–29], with both resilience and sustainability following
similar trajectories in their rise in application and popularity. A study conducted by Rodina [16]
found 149 papers related to water resilience published in the first six months of 2017, with zero
publications matching the search criteria in 1982. The increase in use and popularity of the term
resilience, specifically in relation to environmental resource governance, are attributed to its focus on
the ability to manage complexity, emergence and change, which appeals to systems worldwide that
are facing ever-evolving, complex threats and challenges [16,30].
In general, environmental resource governance is currently going through a period of change, in
which the focus is no longer on managing for efficiency and optimisation, but is instead centred on the
ability of systems, independent of their character, to be flexible, adapt and reorganise during periods
of stress [16], thus embodying a range of theorised resilience principles. Despite a range of criticism,
some of which will be discussed in following sections of this paper, the concept and notion of resilience
continues to be a relevant and highly debated topic, with an ever-growing body of literature working
to situate resilience within the complex realities of resource governance, resource management, and
environmental change [9,16,19,31].
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Although such an increase in popularity has brought with it widespread admiration, the range of
merited critiques that resilience receives is largely centred around the broadly elusive nature of the
concept and the poor operationalisation of previously identified resilience principles.
As highlighted by Bhamra, Dani and Burnard [21], early resilience-based work found within the
literature tends to focus on conceptual work aimed at developing a static knowledge base through the
establishment of fundamental concepts and principles [26,32,33]. Following the popularisation of the
term by Holling in 1973 [32], efforts have primarily been focussed on adapting the term and associated
principles to a range of fields or systems of enquiry. Although this has in turn resulted in a diverse
literature base, the concept of resilience has in general received little systematic and empirical work
dedicated to proving or putting into action any theories suggested. Such efforts have culminated in the
literature becoming saturated with resilience theory, whilst in need of work related to and based on
interventions and their implementation.
Other resilience-based criticisms also exist surrounding resilience and its relationship to
sustainability [34,35]. Although both are undoubtedly highly interrelated concepts, it is considered
important to note that at times the objectives of resilience may conflict with those of sustainability [11].
Interventions that intend to achieve resilience at one temporal or spatial scale may negatively impact or
affect sustainability goals at another [36]. It is therefore recommended that all potential resilience-based
interventions and actions must also be viewed in the context of sustainability.
Despite the criticisms surrounding the term resilience, in an England and Wales context, recent
changes to legislation, specifically the Water Act 2014, resulted in the Water Services Regulation
Authority (Ofwat), the sectors economic regulator, being provided with a primary duty to further its
resilience objective within the water sector. The amendment to the Water Act 2014 now requires water
companies to:
(a) Secure the long-term resilience of water undertakers’ supply systems and sewage undertakers’
sewage systems as regards environmental pressures, population growth and changes in consumer
behaviour, and
(b) To ensure that undertakers take steps for the purpose of enabling them to meet, in the long term,
the need for the supply of water and the provision of sewerage services to customers. [37].
Such changes have resulted in a sector legally required to implement resilience-based actions and
interventions across its operations, whilst global cross sector debate continues to question whether
resilience ideas are in fact able to foster radical change [18].
Based on this premise, reflection on the concept of resilience and its relevance to the water sector
in England and Wales is proposed in this paper, focussing on the current ability to operationalise
resilience. More specifically, three potential barriers to operationalisation of resilience are explored.
This paper is comprised of five main sections. Section 2 provides an introduction to the water sector in
England and Wales, and the governance structures that are currently in place. Section 3 reviews the
definition of ‘resilience’ in the context of the water sector. Section 4 discusses resilience metrics and the
concept of measuring resilience. Section 5 explores the role of the ‘social’ in the socio-technical systems
that makes up the water industry. Finally, a conclusion to the commentary is provided in Section 6.
2. Water Governance in England and Wales
The global water sector faces a host of climate- and population-related challenges and threats in
the 21st century [4,38]. Climate projections for the UK indicate significant rises in average summer
temperatures, with winters becoming wetter and summers drier, with an increase in significant
extreme weather events [38]. It is estimated that by 2045, the UK population will have increased
from 65 million in 2015 to 76 million in 2045 [39]. Such a rise in population, coupled with increases
in summer temperatures and decreases in rainfall, results in predictions of repeatedly increased
long- and short-duration droughts [40]. Perceived threats to the industry are not only centred
around physical climate-related threats such as supply of natural resources and the reliability of
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engineered infrastructure, but also include social pressures seen across wider society, including
changing demographics and labour markets, and concerns over cyber security [41]. The rapidly
evolving nature of such threats and pressures enters new levels of complexity when coupled with the
reducing customer tolerance of failure to meet required levels of performance [41].
2.1. Development of Water Sector Structure
Water supply and governance in England and Wales has undergone significant change during
recent history. Prior to the 1960s, water supply and sewerage services were mostly covered on a city or
town basis through regional municipalities which had developed on an ad hoc basis. This resulted
in more than 1000 bodies involved in the supply of water and 1400 bodies responsible for sewerage
and sewage disposal [42], with provision of services remaining separate from planning. During the
1960s, water planning was moved to a national level due to the establishment of a statutory water
resources board which was subsequently abolished during the 1970s–1980s [42]. Following this,
planning was moved to catchment-based water authorities under control of local government. It was
the catchment-based structure that was taken forward for the start of the privatisation process in
1989 [43], as highlighted in Figure 2. It is important to note that the water sectors in Scotland and
Northern Ireland did not undergo the process of privatisation and therefore their governance structures
remain separate, and differ considerably, from that of England and Wales.
Privatisation of the water sector in England and Wales in 1989 not only created new opportunities
for operating and investing, but also a new tightly monitored regulatory environment in which the
publicly listed companies must now operate, as shown in Table A1 in the Appendix A. In the years
following privatisation, multiple additional pieces of legislation have been introduced which have
modified the legal environment in which the companies operate. This is shown in the Table A2 in the
Appendix A.
At the time of privatisation, the government stated the much-needed injection of capital, and
high levels of debt as the key driving force. Infrastructure was of poor quality with high levels of
environmental pollution occurring. Since 1989, the industry has seen infrastructure and services
investment totaling approximately £130 billion [43], with improvements seen across the sector.
The independent regulatory structure that was created alongside privatisation has undoubtedly
influenced the relative success of the industry over the past 30 years, with the initial aim to prevent
monopoly abuse [44], and the suggestion of the potential to develop market competition. Although
market competition has only opened for non-household customers in 2017 [45], the use of regulatory
price controls and financial incentives for companies to be cost efficient whilst investing and
improving customer services by Ofwat has, in general, balanced the interests of customers with
shareholders [46]. However, debate still exists surrounding the role of large-scale multinational
corporations in the provision and access to a necessary commodity. In particular with regards to the
scale of shareholder dividends alongside poor company performance on leakage and pollution, with
calls for the renationalisation of the industry in national politics and the mainstream media becoming
ever more regular [47].
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Figure 2. Water sector overview—pre-privatisation. Adapted from Ofwat [43].
2.2. Water Governance in England and Wales
Recently, the profile of environmental hazards in the UK has repeatedly been pulled to the
forefront of public consciousness as extreme climate-related threats and their associated impacts
become more frequent. The changes and evolution on how and where threats are presenting
themselves (seasonality, geographical location, magnitude and duration) has resulted in a perceived
society wide acknowledgement for the need to ‘do more’. With the majority of large-scale events that
have occurred in the UK over recent years involving either floods or droughts, conversations around
the water sector and its more specific roles and responsibilities have again risen to the forefront of
national discussion.
An independent review, by Sir Michael Pitt, in response to the devastating UK summer floods of
2007 [48], highlighted a number of suggestions and recommendations on actions the UK in general
could take in order to minimise future vulnerabilities and maximise future response to such threats.
With the concept of increasing the resilience of the UK’s critical infrastructure forming a central
narrative of the report. Following the publication of the Pitt Review there were a nu ber of other legal
and policy documents released in the UK outlining the need for ‘resilience’ if the country was to deal
with the ever-increasing list of threats that it was now facing [49]. In 2011, the Cabinet Office published
a repor titled ‘Keeping the Country Running’ which focussed on increasing the resilience of the UK’s
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critical infrastructure networks. The report was the first time that the UK government defined the term
resilience, with multiple subsequent policy documents related to resilience adopting this definition.
In 2014, the term ‘resilience’ was entered into water-related legislation for England and Wales [37],
thus creating a legal duty for water companies to ‘secure long-term resilience’ and providing Ofwat, the
industry’s economic regulator, with a primary duty to enforce this.
Although Ofwat is the sector’s economic regulator, their role extends beyond basic economic
regulation. Every five years they are responsible for a review of sector prices and outline a methodology
for controlling the prices that water and sewage companies can charge as well as incentives they can
secure and service packages that customers receive. The aim of the Price Reviews (PRs) is to balance
customer and company views and interests whilst assuring that the sector is not only able to finance
operations and services but also meet required legal, environmental and social duties [50]. Once the
initial methodology is set by Ofwat outlining challenges that must be tackled, and expectations of the
sector as a whole, each company is required to submit a business plan stating their planned activities
and financial requirements for the upcoming five-year regulatory period. The PRs determine the
regulated planning, operation and performance of the water sector and therefore heavily influence
and control the actions of water companies in England and Wales. Following the previously outlined
changes to legislation and regulation, PR19, which sets the methodology for the regulatory period of
2020–2025, highlighted resilience as one of the four key themes for the upcoming regulatory period.
Although a methodology [51] and supporting documents were provided by Ofwat [41], which outlined
and cemented the need for the operationalisation of resilience within the sector, companies were able
to respond to the challenges and shape their business plans in their own way.
3. Defining Resilience
The notion of resilience and therefore the use of the term has a rooted background in fields
ranging from psychology and disaster management, to engineering and ecology, with increasing
application in business, economics, and technology [31,52]. Although the term resilience was first used
in the fields of psychology and psychiatry in 1940s [53] with regards to the individual, the concept
of resilience for systems was fully established and popularised in the field of ecology by Holling in
1973 [54]. Following Holling’s initial work with regard to ecological systems, the meanings of the word
resilience expanded to include engineering, social and economic fields [53]. With the main difference
between the two referring to resilience as occurring by recovering to a previous or improved stable
state (engineering) [53] and resilience which is achieved by moving towards a different system state
(ecology) [53,55]. As outlined by Cimellaro et al. [53], resilience has been defined within the context of
the speed that systems go towards equilibrium [56], their capacity to cope and/or bounce back [57],
and to be inherently strong, flexible, and adaptive [58].
The multitude of, at times, contradictory definitions, often within the same field of study or
industry sector, has resulted in the view that ‘resilience’ has become little more than a buzzword with
a lack of collective understanding [59–61]. Pizzo [62] suggests that the multiple sub meanings that are
embedded within how one term is understood leave the concept open to large margins of ambiguity
and resulting confusion. Linkov et al. [59] and Smith and Fischbacher [63] suggest that although
the ever-present debate around meaning and definition continue to be of interest to the academic
community, it can have serious implications for both the design and implementation of resilient
systems, and the need for a transition into an operational paradigm for system management [18,34,42].
How resilience is understood and defined within the field and sector that it is to be applied in is
agreed by many to be the critical first step in how it is used. First defining the system and its focus is
imperative to all aspects of its application. As with all definitions of resilience, the approach that is
taken is dependent on the sector or field, the theoretical underpinning or standpoint, and the overall
aim of a study or aspect of practice.
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Resilience and a Water Sector Definition
Traditionally, the water sector and its partners have approached the subject of resilience from
the view point of risk management linked to a historical perspective of ‘building better’ and creating
systems that are ‘fail safe’ [3,64]. This resulted in the industry first defining the term resilience using
an engineering theoretical underpinning, with Ofwat initially aligning themselves with the thinking
outlined by the UK Cabinet Office [49], and defining resilience as “the ability of a system to withstand shock
and continue to function” [4]. Following Ofwat’s new primary duty awarded in 2014, an independent
Task and Finish Group was commissioned to advise the regulator on what resilience meant for the wider
water sector. The group was made up of members from across the water sector including industry,
academia and regulation, and agreed on ten suggestions relating to furthering its new resilience duty.
One of the main outcomes was to develop a definition of resilience for the water sector.
“Resilience is the ability to cope with, and recover from disruption, and anticipate trends and
variability in order to maintain service for people and protect the natural environment now and in the
future” [65].
It is this definition that Ofwat adopted and now use, which fits more with the engineering
definition of resilience, with the requirement of a system to return to a previous or improved stable
state [53]. The report produced by the Task and Finish Group was designed to feed into Water 2020
which formed the structure for Ofwat’s preparations for PR19. Outputs from the Task and Finish
Group highlighted occasions when a lack of definition have hindered progress around resilience in
the water industry, citing Ofwat’s 2011 focus groups on resilience and climate change, and customer
research as part of PR14 [65]. In 2017, Ofwat published a document titled ‘Resilience in the Round’ [41],
as part of the PR19 methodology, with the aim of providing water companies with suggestions on how
they could respond to the resilience challenge. The document introduced the notion of ‘resilience in
the round’ and defined the terms corporate, financial and operational resilience as well as suggesting
the need for, and positive aspects of, adopting a systems thinking approach to companies preparations.
However, although the document was produced as part of the PR19-related materials, it states that
it is not a ‘rule book’ [41] and that it is instead hoped that companies will use the guidance as ‘food
for thought’. Despite the Task and Finish Group recommending that the industry “agree on a shared
definition of resilience for the sector” [65] in 2015, at the time of writing this paper, this is yet to
happen, with Ofwat instead allowing individual companies to choose how they define and understand
the term ‘resilience’ for the PR19 process. A lack of singular definition and confusion around the
term resilience has the potential to, and has previously been found to hinder progress made around
furthering resilience in the sector [65]. Submissions of company business plans to Ofwat for the PR19
process confirmed the lack of singular definition to be adopted by the industry as although ‘resilience’
formed one of the core themes of the PR process, water and sewerage companies in England and Wales
continue to define and understand the term differently. Ofwat’s initial assessment of the business plans
submitted for PR19 found only two out of seventeen companies to be making ‘good progress’ with
regards to the ‘securing long-term resilience’ objective [66] and overall stated that performance from
companies in this area ‘falls short’.
4. Metrics and the Measurement of Resilience
The measurement of resilience, and applying a value or scalable quantity to its presence in a
system can be found throughout the literature, and after the definition of the term, is one of the most
popular areas of inquiry [17,67–71]. Metrics, much like definitions, span multiple fields and sectors
and operate at varying scales and levels of complexity.
In 2015, the Resilience Task and Finish Group suggested ‘developing benchmarking, standards
and metrics’ as one of its ten recommendations for the advancement of resilience in the water sector in
England and Wales [65]. The Task and Finish Group stated that both Ofwat and water companies need
to develop metrics that are capable of “comparing resilience, reflecting customer views, local context,
the environment and company ownership of plans” [65], along with the development of a resilience
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standard. The report also suggested that companies should report against a set of resilience criteria,
which should be qualitative and ensures that all company boards have properly assessed resilience in
a way that goes beyond their existing risk register [65]. Such a suggestion to measure resilience via
qualitative methods differs from the traditional engineering view of resilience typically adopted by the
water sector, in which quantitative methods are more commonly adopted and promoted. As part of
the PR19 process, Ofwat suggested the use of metrics and a standard method of reporting to help aid
comparison between companies [51].
The use of metrics and indicators has become standard across all levels of government and
organisations as a way to simplify decision making, compare performance and track progress.
Sustainability indicators in particular, have increased in popularity and use in recent years, as the
demand for unbiased metrics for rational decision making and the ability to track and evaluate
large-scale trends increases [14]. Like sustainability, interest in resilience metrics has also increased,
as system operators and managers search for indicators of the resilience of their systems, or their
presumed ability to perform whilst under stress, along with the ability to compare types of system.
The Oxford English Dictionary define an indicator as something that ‘points out, or directs
attention to, something’ [72], with metrics defined as ‘a system or standard of measurement; a criterion
or set of criteria stated in quantifiable terms’ [73]. Typically, a number of metrics contribute to overall
indicators, with the primary goal of indicators considered to link cause with outcome [14]. Causal
models are considered to provide the greatest insight into the relationships between indicators and
outcomes. However, the complexity of distinguishing operating conditions from stresses, determining
relationships and measuring the capacity of a system to respond is highly complex [14]. Yet, it is
the system’s capacity to respond and adapt that remains the most likely to lead to resilience, and
therefore indicators that highlight such an ability are considered most likely to reflect the current level
of resilience present in a system.
Metrics for the Water Sector
Recent submissions to Ofwat of company business plans for the PR19 process indicate the
current status, view and understanding of resilience metrics within the industry. Multiple companies
approached metrics from a quantitative traditional risk management-based view, by first identifying
possible threats, shocks or stresses then measuring how current systems would respond to them pre
and post identified interventions.
The resilience metrics methodology prepared for United Utilities [74] by Arcadis, for their PR19
submission, was considered an example of ‘good practice’ by Ofwat and was awarded a B grade for all
three resilience test areas [66]. The approach that they took was focussed on a risk-based assessment
and included calculating a numeric resilience value for identified systems against identified hazards.
First, risk was calculated using,
Risk = C (consequence) × V (vulnerability) × T (threat likelihood) (1)
resilience was then calculated using,
Resilience = Risk × Control factor. (2)
The report states that a score for ‘control factors’ “is achieved by defining common questions in
line with the 4Rs of resilience” [74], which are redundancy, response and recovery, resistance, reliability,
and are taken from the Cabinet Office’s guidance on resilience [49].
Question sets, with multiple choice answers, were drawn up for each of the categories or ‘risk
factors’, as referred to in the report. For example, one question for impact and duration to calculate a
consequence score, two questions to assess the likelihood, and one for vulnerability. One question
was then asked for each of the ‘control factors’. Each answer had a numeric value associated with
it between 0 and 1 depending on the option selected. Linear, logarithmic and exponential scoring
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was used depending on the question and the choice of answers provided. The report states that
this approach was taken with the aim of applying an ‘appropriate’ weighting for each response [74].
A numeric resilience score by system and hazard, for example, water treatment works and flood,
was then calculated using the above equations, with an overall company score calculated at the end.
The report suggests that the company score can be used for comparisons across the industry and used
to see improvements over time [74].
The approach taken by this methodology incorporates some qualitative assessment,
as recommended by the Task and Finish Group [65] and allows for comparison between systems,
e.g., asset types, and companies at a sector level. However, the approach is undoubtedly risk and
reliability focussed, with assessment only done against known or predicted hazards and threats.
The recent increase in popularity of the term resilience is linked with its ability to go a step further
than risk management, which is dependent on the identification of the threat or hazard, with failure
often occurring within known boundaries. The focus of resilience is instead considered to be the
maintenance of performance [64] or system function, and the management or reduction of impacts
and consequences, independent of the threat type or hazard. As the specifics of the scale of many
of the challenges that the water sector will face in the future (with regards to supply, demand and
delivery) remain relatively unknown, solely assessing a system against known threats, only addresses
a small part of the problem. Although such methodologies provide an alternative approach to risk
management with the inclusion of the assessment of response and recovery, and redundancy, the need
to approach resilience metrics independent to risk assessment remains. Such approaches support the
notion that perhaps current metrics used for resilience in the water industry of England and Wales are
based on what can and is measured, rather than what should be measured.
The need to break systems down into smaller parts that make up the whole can be linked to
the concept of reductionism and our desire as humans to understand system functions at the micro
through to the macro. Such an approach suggests that by analysing and studying the micro functions
of the system, the macro will be understood. However, this often depends on more simple linear
cause–effect interactions and relationships. By applying a value to the levels of resilience considered to
be found within, or possessed by the system, the status of resilience can be more readily reported and
compared across systems and organisations. In many cases, such a view focusses on measuring the
individual properties or parts of the system in question, rather than the overall performance, again
giving rise to the notion that the whole can be understood by the lesser components.
Despite the large number of studies that are dedicated to the primarily quantitative focussed
measurement of resilience, the field of resilience engineering argues that it is not possible to measure
resilience at all and more specifically via quantitative methods, as, if the resilience of a system is defined
in terms of its performance, resilient performance is not something that the system has or possesses
but is instead something that it can be [75,76]. Again, this refers to the idea that a focus on measuring
individual properties in isolation is not sufficient for measuring overall system resilience, and that
instead focus should be shifted to how all individual functions are connected and mutually dependent,
with the ultimate focus being on how the system performs as a whole. Hollnagel [70] suggests that
instead of considering what resilient performance is, efforts should instead be shifted to exploring
what enables resilient performance. Instead of metrics, indicators of resilient performance, whether
these are in quantitative or qualitative form, should be recorded and analysed.
Due to the nature of the water industry, in which each company differs due to regional geographic
characteristics, as well as age and condition of infrastructure, demographics and densities of population
served, and specific metrics for direct comparison may not be suitable. Instead, more generalised
indicators of resilience performance, as suggested by Hollnagel [70], have the potential to be more
well suited.
Molyneaux et al. [77] provided a review of how different disciplines seek to measure and build
resilience whilst discussing the theoretical underpinning which each discipline bases its understanding
of resilience on and therefore the methods used to measure it. Their work [77] outlines the tendency of
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the field of ecology to focus on highlighting the roles that diversity, redundancy and system capacity
play in increasing system resilience. This is in comparison to the field of psychology, that tends to
approach situations with an increased level of pragmatism regarding the inevitability of ups and
downs. The field of psychology therefore focuses on protective capacities, which are either present or
absent, and that are likely to increase the coping capacity of an individual. These capacities include
latent ability, education, social support and financial capacity, which Molyneaux et al. [77] argues
are similar to adaptive capacity in ecological resilience and that similarities are merely masked by
differences in terminology used by different disciplines. Such work highlights that how resilience is
measured is very closely linked to the definition adopted by that system, and again helps emphasise
the need for a clear definition and understanding of the term from the offset.
Shin et al. [78] reviewed 21 quantitative resilience measures developed for water infrastructure
systems and compared them against a set of 11 resilience-based criteria. The authors highlight
a number of gaps that exist within the reviewed metrics including a failure to address cascading
damage to/from interconnected systems and the rapid detection of system failures. Challenges to
the broader development of quantitative resilience metrics for the water sector are also highlighted,
with the authors suggesting the need for integrated measures to address the multiple performances of
a water infrastructure system and to identify trade-offs between them. Such analysis emphasises the
rigidity of quantitative metrics that are developed for the analysis of engineered infrastructure systems,
and the inability of quantitative measures to include all resilience criteria for complex systems [78].
Metrics that fail to acknowledge the interdependencies and trade-offs in large-scale socio-technical and
socio-ecological systems risk failing to provide accurate or useful results.
Ofwat’s response to the resilience metrics sections of the business plans submitted for the PR19
process was mixed with individual companies being praised, but overall stating the industry ‘falls
short’ on securing long-term resilience. Analysis of the business plans submitted highlights the lack of
consensus on, and issues surrounding, resilience metrics, with regards to both their understanding and
use. Such findings highlight the need for further work in this area and the development of suitable
systems-based resilience indicators.
5. Acknowledging the Socio-Technical
5.1. Development of Socio-Technical Systems
Similar to both resilience and sustainability, ‘socio-technical’ has also turned into something
of a buzzword in recent times, with references to ‘socio-technical’, ‘socio-technical systems’ and
‘socio-technical systems theory’ in the literature all increasing over recent years [79]. Recent
communication from Ofwat [41], and a new interest in the notion of systems-based thinking, has resulted
in the ‘socialising of resilience’ not only making its way to the forefront of wider sustainable water and
resilience-based research [18,80] but also water governance in England and Wales.
In general, the term socio-technical refers to the interactions between the social, and technical
aspects of a system [81], with the majority of critical infrastructure, transport, manufacturing and health
care systems now falling under the umbrella of ‘socio-technical systems’. Research on socio-technical
systems, and the interactions between humans and machines in working environments, dates back to
work conducted by Trist in the early 1950s in the British Coal Mining industry [82]. In this piece of
work, socio-technical analysis was carried out at three levels, “the primary work system; the whole
organisation; and the macrosocial phenomena” [82]. As an industry historically reliant on manpower
and traditional labour models, the mining industry underwent drastic changes in mechanisation and
labour recruitment, in a period of post war industrialisation. A publication by Trist and Bamforth [83]
that reported on their research in the coal mining industry was understood to be the first comprehensive
application in an industrial setting of socio-clinical ideas [82]. The results of this and associated projects
in which technical and social factors were included, were considered to constitute a new field of inquiry.
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Since its inauguration, the field of socio-technical research has developed rapidly with
‘socio-technical theory’ now forming the basis of the field. Walker [79] considers socio-technical
theory to be founded on two explicit principles. The first being that the interaction of social and
technical factors create conditions for both successful and unsuccessful system performance. These
systems comprise of partly linear cause-effect relationships, and partly non-linear unpredictable
complex relationships, that highlight the challenges of combining the ‘socio’ with the ‘technical’.
Perhaps put more simply it is that the ‘socio’, does not behave like the ‘technical’ as not only do
people not behave as machines, but as increasing levels of complexity and interdependence are added,
the ‘technical’ also starts to exhibit non-linear behaviours [79]. The second principle of socio-technical
theory is that often the optimisation of either the socio or the technical results in an increase in
the quantity of unpredictable, ‘un-designed’ and non-linear relationships that more often than not,
negatively impact the performance of the system. Walker [79] suggests that socio-technical theory is
therefore centred on ‘joint optimisation’.
5.2. Socio-Technical Systems and the Water Sector
When viewing the water sector as a complex socio-technical system, one that is reliant on the
interplay of the social, technical and ecological systems that it is comprised of, it is necessary to
acknowledge and recognise all parts of the system equally. Traditional focus on the risk management of
the physical engineered technical systems that are required for the collection, treatment and distribution
of water and wastewater, as well as the more recent emphasis on the status of ecological systems,
has resulted in the social aspect of the system typically being viewed as a lesser addition. The answer
to the question ‘resilience for who, and to what?’ has up until now rarely been addressed by making
changes to the social aspects of the systems with a focus on disturbances by exogenous forces, often
underplaying the internal social dynamics of the system in question [18]. With many sectors, including
that of the water industry focussing their efforts on optimising the technical engineered parts of systems
through the introduction of, and increased reliance on, automation systems such as SCADA—all
of which further increase levels of complexity and interconnectedness in already complex systems,
with many technological advances bringing new security threats and increasing levels of system
vulnerability [84].
Research conducted by Baker et al. [85], which focussed on resilience learning for water sector
culture change, in the UK, highlights the threats that poor leadership and changing staff profiles can
have on the overall resilience of the system or sector. Interviews conducted with employees from a
number of water companies and regulators identified interventions to aid the required shift in culture,
necessary for the introduction of resilience learning.
Ofwat defines operational resilience in the ‘Resilience in the Round‘ document as;
“the ability of an organisation’s infrastructure, and the skills to run that infrastructure, to avoid,
cope with and recover from, disruption in its performance” [41].
The document details several examples of how resilience can be improved at a corporate, financial
and operational scale. However, the specific roles or effects that individuals or social groups and
networks have on the overall performance, and therefore resilience of the system, are not referenced or
recognised. Reference is made throughout to customers and the value that resilient systems will give
to customers. However, there is no specific reference to the sector’s workforce.
Analysis and use of the interactions that take place between social and technical systems highlight
the dependencies and complexities that exist within such systems and the need for a change in
paradigm with regards to their management. As stated by Woo [86], the implementation of the ‘work
to rule’ campaigns in socio-technical systems often causes performance to come grinding to a halt as
the ability to adapt, which is required by such complex and interdependent systems, is removed or
shut down. For many social systems, the need for optimisation is a result or reflection of wider social
requirements to continually ‘do more with less’. The need to increase quality and productivity when
faced with a reduction in resources has not only resulted in an increase in levels of complexity but
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also an increase in the occurrence of unanticipated events with the potential to threaten safety [86].
When analysing such events that have occurred within complex systems, it is here that traditional
risk and safety based management practices fall short, as they are often based on the assumption that
large-scale accidents appear unique, with a single cause of failure or ‘root cause’. However, as stated
by Cook [87] “catastrophe requires multiple failures—single point failures are not enough”.
Examples of large-scale complex failures in the water industry can be seen through the analysis
of the North Battleford and Walkerton events (Canada) [86], and the recent Southern Water event
(UK) [88]. North Battleford and Walkerton are examples of large-scale drinking water quality failure
events, with the Southern Water event providing an example of an environmental pollution event
taking place within the governance structure of the water sector in England and Wales. The events
relating to these examples did not result from one catastrophic failure but instead, multiple non-linear
small-scale cascading failures, which can be linked to the ultimate breakdown in system performance.
Through the analysis of such events, the un-designed non-linear relationships in socio-technical systems,
as highlighted by Walker [79], can be seen. In such cases, an attempt to ‘optimise’ the system in one
area resulted in large-scale system failures, with significant damage to public and environmental health.
Here, a focus on a reduction in capital or operational costs and a failure to recognise the interactions
between the social and technical system properties largely impacted overall system performance.
North Battleford, Walkerton and Southern Water events all highlight the affect that breakdowns
and failures within the social aspect of the system can have on overall system performance. Such
incidents highlight that system components cannot be optimised individually [82], with overall system
performance instead resulting as a function of their interactions [89,90], again emphasising the need
for the water sector in England and Wales to increase their focus and work on all aspects of the system
with particular attention being paid to the social and the interaction with the technical.
The notion of ‘operationalising resilience’ is something that has already seen application in
the field of community resilience [91–93]. As interest in what helps some communities continue to
succeed whilst others fail becomes ever more sought after, studies into required capacities that make a
community resilient highlight the need for strong social links and high levels of interconnectedness.
Such work indicates that communities with required capacities are able to respond to challenges
independent of the typology of the threat, and therefore successfully exist as dynamic and resilient
human systems [94,95]. Community resilience is not about controlling the conditions that effect
communities, but is instead about the ability of individuals and communities as a whole to respond
to change [94]. Community resilience presents a topic of discussion around social difference and
dynamics combining insights from human development, and can therefore be applied to a range of
systems, most notably those of socio-technical and socio-ecological systems, with examples of use in
the development of organisational resilience metrics already existing [67].
With regards to the water sector, there is increasing acceptance of resilience being viewed not as a
means of controlling the conditions or threats that have the potential to affect a system, but instead
as the ability of the system to respond to change and manage performance based on the scenario in
which it is operating at the time [64]. Research conducted in the field of community resilience analyses
issues of scale within systems and communities, looking at stakeholders at all levels and the effect they
have on the performance of a system [96], emphasising that in complex systems especially, it is not
solely external forces that pose a risk to performance and function but also internal forces. Wilson [96]
highlights the need to downscale and take into account that communities are comprised of individuals,
households and stakeholder groups—all of which have their own resilience pathways which may
differ to those of the community in which they live. Such observations are necessary when normative
questions such as ‘who is defining and measuring resilience?’ and ‘how the data will be measured?’
come into play, so that it is made clear that methodologies to assess resilience are as inclusive as
possible of different stakeholders views that exist within the community, organisation or system, if
both communities and organisations are to understand their resilience strengths and weaknesses [67].
Wilson [96] goes on to state that implementation of resilience pathways can only find its most direct
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expression at the individual/ household level, as it is only the most local level that the outcomes of
policy and higher level decision making can be turned into action with tangible effects. Such work
indicates that for the concept of resilience to turn from a theorised academic principle to a tangible
operational method in the water sector, specific attention must be made at the local operational scale,
and more specifically with the people and the networks that exist at such a scale.
Previous events, such as Walkerton, North Battleford and Southern Water, as referred to earlier,
highlight the role that individuals can play in the performance of a system when the conditions in
which it operates are tested, with the ‘socio’ aspect of the system able to both positively and negatively
impact system performance, as outlined in the seminal work conducted by Trist and Bamforth [83].
The workforce of the water industry has the ability to largely impact the functioning and performance
of its systems, and therefore the multiple resilience pathways that exist within the workforce must not
only be acknowledged, but also nurtured, if water companies and organisations are to ever encompass
the theorised resilience principles and be considered resilient.
As the water industry, like many others, continues to look for alternatives to large-scale capital
infrastructure investments, and strives to continually increase its ability to adapt in the face of
the unknown, there is an opportunity to further explore the role that the ‘social’ has in overall
system resilience.
6. Conclusions
Within the water sector in England and Wales, recent large-scale events combined with high
levels of uncertainty facing the industry, specifically in relation to supply, demand and delivery, have
resulted in the acceptance of the need for resilience and its associated principles. However, although
multiple positive steps are being made to further resilience across the industry, additional action is
required if operationalisation is to be achieved. Changes to policy and legislation have so far provided
a framework for the introduction of the concept of resilience to the water sector, with enthusiasm for
the implementation of resilience across the industry. However, pathways to transfer this into action at
an operational level are yet to be fully identified and acted upon.
Throughout the wider literature, the importance of a clear resilience definition is discussed.
However, despite the recommendation from the Task and Finish Group, and Ofwat providing a
definition, companies were still able to define resilience as they wish for the recent PR19 process. This
resulted in varying degrees of success in relation to the ‘resilience challenge’, with confusion still
surrounding the term and associated actions/interventions. The authors recommend a sector-wide
consensus on the definition of resilience not only to aid understanding, but also help with regards to
the development of resilience indicators and resilience-based interventions.
The development of resilience-based metrics and indicators not only forms a key part of Ofwat’s
PR19 methodology but also the wider resilience literature. However, issues surrounding the use of
rigid quantitative metrics, especially those focussed on risk and the identification of a specific threat
remain. Due to the complex nature of the interdependencies and connections that exist within systems
such as the water industry, quantitative metrics are often unable to accurately portray the dynamic
and adaptive nature of socio-technical systems that is central to resilient performance. It is therefore
recommended that rather than specific infrastructure-based metrics, the water industry in England
and Wales focus on the development of more generalised system theory based indicators of resilience.
Recent events in the water industry in relation to water quality failures and environmental
pollution highlight the impact the ‘socio’ can have on the overall performance of socio-technical
systems. However, this is still repeatedly either ignored or approached as an afterthought in the water
sector, with Ofwat failing to acknowledge the role of the socio in both their definition of organisational
resilience as well as the methodology for the most recent Price Review. Work conducted in the field
of community and organisational resilience highlights the role that internal forces, and stakeholders
at differing levels, can have on the overall performance of systems. The authors recommend that
Sustainability 2020, 12, 1797 15 of 21
future work in the water industry focus on the further inclusion and acknowledgement of the ‘socio’ in
socio-technical systems and the discussion around operationalising resilience.
This paper has highlighted the current status of resilience in the water sector in England and Wales
and barriers that it is currently facing. The literature has been used to support the arguments made,
with examples from other sectors and fields provided. Three potential barriers—a lack of definition,
metrics and the measurement of resilience—and the current failure to fully acknowledge the social in
socio-technical systems have all been discussed and further explored. It is hoped that efforts to remove
such barriers will results in the further operationalisation of resilience in the identified water sector.
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Appendix A
Table A1. Water industry regulators in England and Wales.
Regulator Industry Name Description Key Responsibilities
The Water Services Regulation
Authority OFWAT
A non-ministerial government department that is
the economic regulator for the water and
sewerage sectors in England and Wales. They are
responsible for making sure that companies they
regulate provide consumers with a good quality
and efficient service at a fair price.
• Protect the interests of customers
• Ensure companies carry out
statutory functions
• Where appropriate promote competition
• Promote economy and efficiency
Environment Agency EA
An executive non-departmental public body
responsible to the DEFRA Secretary of State. They
decide how much water can be abstracted from
the environment and sets and enforces standards
for the return of treated wastewater to the
environment.
• Ensure environmental quality and pollution
standards are met.
• Provides licences for abstraction
and discharge
• Manage and enforce company work relating
to flood and drought management
Drinking Water Inspectorate DWI Responsible for enforcing drinking water qualitystandards in England and Wales.
• Enforce drinking water quality standards
Consumer Council for Water CCW
Represents customers interests relating to price,
service and value for money. Investigates
customer complaints about water quality.
• Represent customers
• Investigate customer complaints
Department for Environment,
Food and Agriculture DEFRA
The UK government department responsible for
water policy and regulations in England and
Wales. Sets drinking water quality and
environment standards which water companies
must adhere to.
• Sets overall water and sewage policy
framework in England
• Works closely with Welsh Government who
are responsible for overall water and
sewerage policy framework in Wales.
• Create special permits (e.g., drought orders)
when required
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Table A2. Water industry legislation England and Wales.
Year Legislation Key Points
1989 Water Act Facilitated the privatisation of water and sewerage companies.
1991 Water Industry Act Main powers and duties of newly formed water and sewerage companies replacing those that were set out inthe Water Act 1989.
1991 Water Resources Act Set out functions of the then National Rivers Authority (now Environment Agency) and introduced waterquality classifications and objectives for the first time.
1992 Competition and Service Act 1992 Increased Ofwat’s powers to determine disputes and increased the limited opportunities for competition in theindustry.
1995 Environment Act
Restructuring of environmental legislation to promote efficient use of water by customers. Created the
Environment Agency, a new body which took over the National Rivers Authority, Her Majesty’s Inspectorate of
Pollution, the waste regulation functions of local authorities and certain elements of the Department for
Environment.
1998 Competition Act Prohibits agreements between businesses that prevent, restrict or distort competition. Also prohibits any abuseof a dominant market position. Ofwat and Competition Markets Authority share enforcement powers.
1999 Water Industry Act
Made amendments to the Water Industry Act 1991 including; removing a company’s right to disconnect
household customers for non-payment of bills, limiting circumstances in which companies can start charging
domestic customers on a metered basis and securing that companies could continue to charge customers on the
basis of rateable value.
2002 Enterprise Act Update of Water Industry Act 1991 to update the regime for the compulsory reference of certain mergersbetween water companies to the Competition Commission.
2003 Water Act Changes to framework for abstraction licensing and corporate structure of economic regulation.
2010 Flood and Water Management Act2010
Encourages use of sustainable urban drainage systems (SUDs), amended the Water Industry Act to modernise
the list of activities that can be restricted by water companies in a drought, and made it easier for water
companies to offer lower tariffs to certain groups.
2014 Water Act
Enables greater competition for non-household customers—limited to English water companies. Provision of
statutory duty to Ofwat for resilience and new powers to make rules on charges and charges schemes as well as
making provisions for flood insurance and drainage boards.
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